SCIM API Sequence Diagrams

Authorization Bearer Token verification

This authorization logic is executed for every request sent to Duco’s SCIM API. The
Authorization Bearer token will be verified before executing any logic for a request. The
diagram below shows the failure and success cases. All other diagrams in this document will
condense this check and assume the success case.
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| Request sent to API i

oy
v

| | Looks up APl user with Authorization Bearer token

i
>

alt /' [failure case: fails to find APl user with token] !
|
' Cannot find API user !
-

_ ERROR 401: API token is not valid | !

[failure case: finds APl user but user is not specific to SCIM]
X | Finds APl user

APl user type is not valid for SCIM APl use

. ERROR 401: AP| token is not valid

i

[success case] :

_ Confirms API user exists and is valid for SCIM APl use only

! Individual request logic executed

Error or Success response !
-

-
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Users Endpoint

Creating a User
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| POST https://<domain=/scim_v2/Users ‘_:

=

| ref |

| | Auth check |

alt [failure case: user already exists] : :
| | Creates user o

| . Fails user uniqueness validation |

. ERROR 409: User already exists | |
ISHCCGSSI case] : :
| | Creates user <

| :J Succeeds user uniqueness validation; returns user entity |

| | Adds user creation action to audit log _:

| _ 200 Success w/ User entity JSON response | |

I‘-: ! !
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Request Payload:

POST https://<DUCO_APP_URL>/scim_v2/Users
Accept: application/scim+json
Content-Type: application/scim+json
Authorization: Bearer <bearer_token>

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"
1,
"userName":"jane.doe@example.com",
"name": {
"familyName":"Doe",
"givenName":"Jane"

Failure case JSON response:

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:Error"




1,

"detail": "Email has already been taken",
"status": "409",
"scimType": "uniqueness"
}
Success case JSON response:
{
"userName": "jane.doe@example.com",
"name": {
"familyName": "Doe",
"givenName": "Jane"
35
"meta": {
"resourceType": "User",

"created": "2024-06-27T15:57:28Z",
"lastModified": "2024-06-27T15:57:28Z",
"location":

"https://<DUCO_APP_URL>/scim_v2/Users/49052add-0c37-45f2-a7c0-026accO6ce3d

}

I

"id": "49052add-0c37-45f2-a7c0-026accO6ce3d",

"emails": [],

"phoneNumbers": [],

"groups": [],

"active": true,

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"

]




Fetching (Reading) Users

Fetching All Users
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| GET https://<=domain>/scim_v2/Users ‘: I

v _al

ref /

Auth check |

Fetch all users

y

I
' _ Returns all users '

-

200 Success w/ User list ]SON response : !
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If no users are found, the response should still return an empty JSON list (e.g. []).

Request example:

GET https://<DUCO_APP_URL>/scim_v2/Users
Accept: application/scim+json
Content-Type: application/scim+json
Authorization: Bearer <bearer_token>

User list JSON response:

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:ListResponse"

1,

"totalResults": 20,

"startIndex": 1,

"itemsPerPage": 100,

"Resources": [

{
Il-idll: lllll’
"userName": "admin@example.com",
"name": {
"givenName": "Admin",
"familyName": "Admin"
I

"emails": [],
"phoneNumbers": [],




"groups": [
{
"value": "3dle291a-ae8a-4376-a6e0-65c55978blce",
"display": "Administrators"
+
1,
"active": true,
"meta": {
"resourceType": "User",
"created": "2024-07-12T13:43:247",
"lastModified": "2024-07-12T13:43:24Z",
"location":
"http://<DUCO_APP_URL>/scim_v2/Users/3dle291a-ae8a-4376-a6e0-65c55978b1c6"
I
"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"

]
I
{
"id": "49052add-0c37-45f2-a7c0-026accO6ce3d",
"userName": "jane.doe@example.com",
"name": {
"givenName": "Jane",
"familyName": "Doe"
b

"emails": [],
"phoneNumbers": [],

"groups": [
{
"value": "961588b2-c4c9-4ec3-81dc-591f277f648e",
"display": "Operations Managers"
+
1,
"active": true,
"meta": {
"resourceType": "User",

"created": "2024-07-12T13:43:247",

"lastModified": "2024-07-12T13:43:247Z",

"location":
"<DUCO_APP_URL>/scim_v2/Users/49052add-0c37-45f2-a7c0-026accO6ce3d"

I




Fetching a Single User
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| GET https://=domain>/scim_v2/Users/<id> >

| ref
| | Auth check

alt [failure case]

!
Fal|

Fetches User by ID

_ Returns User does not exist |

-

ERROR 404: Resource <id= not found

[success case]

Fetches User by ID

Y

Returns User entity

-
-

__ 200 Success w/ User ]SON response
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Request example:

GET
https://<DUCO_APP_URL>/scim_v2/Users/49052add-0c37-45f2-a7c0-026accO6ce3d
Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

Failure case JSON response:

{
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:Error"
1,
"detail": "Resource \"49052add-0c37-45f2-a7c0-026accO6ce3d\" not found",
"status": "404"
}
Success case JSON response:
{

"id": "49052add-0c37-45f2-a7c0-026accO6ce3d",




"userName": "jane.doe@example.com",

"name": {
"givenName": "Jane",
"familyName": "Doe"

b

"emails": [],

"phoneNumbers": [],

"groups": [],

"active": true,

"meta": {
"resourceType": "User",
"created": "2024-07-12T15:28:10Z",
"lastModified": "2024-07-12T15:28:10Z",
"location":

"http://<DUCO_APP_URL>/scim_v2/Users/49052add-0c37-45f2-a7c0-026acc06ce3d"

3,

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"

Updating User’s Attributes
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| PATCH https://=domain=/scim_v2/Users/<id> _

l [_ref / :

| ! Auth check !

alt [failure case: user does not exist] | |
| | Updates User with data in request body ,_:

| . User not found X

. ERROR 404: Resource <ID=> not found X X
ISUCGGSEI case] : :
| | Updates User with data in request body ‘:

| :J Returns updated User entity |

| , Adds "user updated” action to audit log ,_:

| Success 200 w/ User JSON response X X
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Request Payload:

PATCH




https://<DUCO_APP_URL>/scim_v2/Users/49052add-0c37-45f2-a7c0-026accO6ce3d
Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

{

"schemas": ["urn:ietf:params:scim:api:messages:2.0:PatchOp"],
"Operations": [{
"op" L replace" ,
"path":"familyName",
"value":"doe-smith@example.com"
i
+

Failure case JSON response:

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:Error"
1,
"detail": "Resource \'"49052add-0c37-45f2-a7c0-026accO6ce3d\" not found"
"status'": "404"

Success case JSON response:

"id": "49052add-0c37-45f2-a7c0-026accO6ce3d",
"userName": "jane.doe-smith@example.com",
"name": {

"givenName": "Jane",

"familyName": "Doe-Smith"
b
"emails": [],
"phoneNumbers": [],

"groups'": [
{
"Va-l.ue": Illll,
"display": "Duco"
}
1,
"active": true,
"meta": {
"resourceType": "User",

"created": "2024-07-12T14:24:397",
"lastModified": "2024-07-12T19:49:227",
"location":




"http://<DUCO_APP_URL>/scim_v2/Users/49052add-0c37-45f2-a7c0-026accO6ce3d"
I

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:User"

]
}
Deleting a User
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| DELETE https://=domain=/scim_v2/Users/<id> 1__: |
| |_ref / |
| ) Auth check |
alt / [failure case: User not found] ) |
| | Deletes user with provided ID ,_:
| ,_ Returns User not found |
. Error 404: Resource <ID=> not found ) |
[SI.ICCGSSI case] : :
i | Deletes user with provided ID ‘_:
| | | Soft deletes User
i :_, Returns successful deletion i
| | Adds User deletion action to audit log '_:
:J 204 Success empty body response | |
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“Soft delete” means setting a “deleted_at” timestamp for the user and treating it as deleted.
This is done to preserve user ID referential integrity.
Request example:
DELETE

https://<DUCO_APP_URL>/scim_v2/Users/961588b2-c4c9-4ec3-81dc-591f277f648e
Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

Failure case JSON response:

{

"schemas": [




"urn:ietf:params:scim:api:messages:2.0:Error"
1,
"detail": "Resource \"961588b2-c4c9-4ec3-81dc-591f277f648e\" not found",
"status": "404"

Success case response (empty body):

Groups Endpoint

Creating a Group
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| POST https://<domain>/scim_v2/Groups ‘_:

| ref
| | Auth check
]

alt [failure case: Fails group unigqueness chac‘t]

| Creates group

i
>

Group fails uniqueness check

-
-

-
-
ca

Error 400: Group already exists |

Creates group -

T =

Succeeds group uniqueness check; returns Group entity |

Adds group creation action to audit log

L,
s

200 Success w/ Group JSON response

-
-

]
i
i
i
i
i
i
i
i
[success
|
|
|
|
|
|
|
|
|
|
|
L
]
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Request Payload example:

POST https://<DUCO_APP_URL>/scim_v2/Groups
Accept: application/scim+json
Content-Type: application/scim+json
Authorization: Bearer <bearer_token>

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:Group"

1,




"displayName": "Example Group"

}
Failure case JSON response:
{
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:Error"
1,

"detail": "Operation failed since record has become invalid: Name has
already been taken",
"status": "400",

"scimType": "dinvalidValue"
}
Success case JSON response:
{
"displayName": "Example Group",
"meta": {
"resourceType": "Group",
"location":

"http://<DUCO_APP_URL>/scim_v2/Groups/9b780f95-9c11-4h8f-8b6b-a834db900226
n

I

"id": "9b780f95-9c11-4b8f-8b6b-a834db900226",

"members": [],

"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Group"

]

b

Fetching a Group

All Groups
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|_ref /

| GET https://=domain>/scim_wv2/Groups }:

Auth check

>
Returns list of all Groups !

! ' Fetches all Groups
| <

€ 200 Success Group list ]SON response
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If no groups are found, the response should still return an empty JSON list (e.g. ‘[I').

Request example:

GET https://<DUCO_APP_URL>/scim_v2/Groups
Accept: application/scim+json
Content-Type: application/scim+json
Authorization: Bearer <bearer_token>

Success case JSON response:

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:ListResponse"

1,

"totalResults": 4,

"startIndex": 1,

"jtemsPerPage": 100,

"Resources": [

{
"displayName": "Administrators",
"meta": {
"resourceType": "Group",
"location":

"http://<DUCO_APP_URL>/scim_v2/Groups/45c535f1-bd49-4ea9-9cff-9813d9278971

s
"jd": "45c535f1-bd49-4ea9-9cff-9813d9278971",

¥,




{

"displayName": "Operations Managers",
"meta": {
"resourceType": "Group",
"location":

"http://<DUCO_APP_URL>/scim_v2/Groups/d654c6cf-f184-4del-a2f7-af68345821cl
n

b

"id": "d654c6cf-f184-4del-a2f7-af68345821cl",

"members": [

{
"value": "28c6dlae-034f-4fed-bad4b-3df3bcO514ea",
“display”: “User 1”

I

{
"value": "cdb2955c-eb03-4b32-8c7e-d3946d70b672",
“display”: “User 2”

b

{
"value": "0897b759-2bd6-4e63-8135-1d05313d2eb1",
“display”: “User 3”

1,




An Individual Group
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| GET https://<=domain=/scim_v2/Groups/<id=> }:

[ref ) i

| | Auth check

alt [failure case: group does not exist] |
]
]

Fetches Group by ID

Returns Group not found

ERROR 404: Resource <ID=> not found

-
-

[success case]

Fetches G by ID |
Ieces roup by >

Returns Group entity

:{ 200 Success w/ Group |SON response
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=

Request example:

GET
https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48c744c2334
Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

Failure case JSON response:

{
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:Error"
1,
"detail": "Resource \"98d97f4b-b3b3-4bb6-b533-dc48c744c233\" not found",
"status'": "404"
b

Success case JSON response:




"displayName": "Product Engineers",
"meta": {

"resourceType": "Group",

"location":
"https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48c744c233
n

b

"id": "98d97f4b-b3b3-4bb6-b533-dc48c744c233",
"members": [],

"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Group"

]
}

Adding or Removing User from a Group

There are two ways to update group membership: using a PUT request or a PATCH request.
The key difference lies in the format of the request body. A PUT request expects a standard
JSON object, whereas a PATCH request requires a JSON Patch.

If the group already has existing members, a PATCH request is generally more convenient,
as it allows you to modify only the necessary fields without resending the full list of members.
In contrast, a PUT request replaces the entire group membership, meaning you must include
all existing users to avoid unintentionally removing them.




PATCH Request
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| PATCH https://<domain=/scim_v2/Groups/<id=> ,_:

[rer ) i

E | Auth check
alt ; [failure case: Group does not exist] E |
| | Adds/Removes user from Group “__:
E E_{ Group with ID is not found E
E, ERROR 404: Resource <ID> not found E E
[failure 4:::se: Adding User that already exists in Group] E E
! ! Adds User to Group -
E E{ User already exists in Group E
:_' ERROR 500: Member uniqueness validation failed | |
[no char;;e: Removing User that doesn't exist in Group] E E
! I Removes User not belonging to Group }'
E :{ Returns unmodified Group entity i
:_' 200 Success w/ Group JSON response | |
[no chari;e: adding User that doesn't exist at all] E E
! ! Adds non-existent User to Group }_:
E E{ Returns unmodified Group entity :
:J 200 Success w/ Group JSON response : E
ISUCGBSS:ESGI I '
| | Addsfremoves user to Group }__:
E E{ Returns Group entity E
E E Adds Group modification action to audit log }E
E{ 200 Success w/ Group JSON response E E
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Request Payload (Adding User) example:

PATCH
https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48c744c2334
Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

"schemas": ["urn:ietf:params:scim:api:messages:2.0:PatchOp"],
"Operations": [{

"Op":"add",

"value":

{




"members" : [{
"value": "28c6dlae-034f-4fed-badb-3df3bcO514ea"

1]
}
3]
}
Request Payload (Removing User) example:
PATCH

https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48c744c233
4

Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

{

"schemas": ["urn:ietf:params:scim:api:messages:2.0:PatchOp"],
"Operations": [{

{
"Op" :"remove" ,
"path":"members",
"value": { "value": "28c6dlae-034f-4fed-badb-3df3bcO514ea" }
}
]




PUT Request
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| PUT https://<domain>/scim_v2/Groups/<id=> o

[rer ) i

E | Auth check
alt ; [failure case: Group does not exist] E |
| | Adds/Removes user from Group “__:
E E_{ Group with ID is not found E
E, ERROR 404: Resource <ID> not found E E
[failure 4:::se: Adding User that already exists in Group] E E
! ! Adds User to Group -
E E{ User already exists in Group E
:_' ERROR 500: Member uniqueness validation failed | |
[no char;;e: Removing User that doesn't exist in Group] E E
! I Removes User not belonging to Group }'
E :{ Returns unmodified Group entity i
:_' 200 Success w/ Group JSON response | |
[no chari;e: adding User that doesn't exist at all] E E
! ! Adds non-existent User to Group }_:
E E{ Returns unmodified Group entity :
:J 200 Success w/ Group JSON response : E
ISUCGBSS:ESGI I '
| | Addsfremoves user to Group }__:
E E{ Returns Group entity E
E E Adds Group modification action to audit log }E
E{ 200 Success w/ Group JSON response E E
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Request payload - Adding a member to an empty group:

PUT
https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48
C744c2334

Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

"schemas": ["urn:ietf:params:scim:schemas:core:2.0:Group"],
"displayName": "Product Engineers",
"members": [




{
"value": "23a35c27-23d3-4c03-b4c5-6443c09e7173",

"display": "john.smith@example.com"

}

Request payload - Adding a new member (“john.smith@example.com”) to a group with
existing members:

PUT
https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48
C744c2334
Accept: application/scim+json
Content-Type: application/scim+json
Authorization: Bearer <bearer_token>
{
"schemas": ["urn:ietf:params:scim:schemas:core:2.0:Group"],
"displayName": "Product Engineers",
"members": [
{
"value": "49052add-0c37-45f2-a7c0-026accO6ce3d",
"display": "jane.doe@example.com"
I
{
"value": "291e90db-9dcd-4e5b-99a0-7931ad0d8de8",
"display": "oliver.jackson@example.com"
I
{
"value": "23a35c27-23d3-4c03-b4c5-6443c09e7173",
"display": "john.smitheexample.com"
}
]
}

Request payload - Removing a member (“john.smith@example.com”) from the above group:

PUT
https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48
C744c2334

Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

"schemas": ["urn:ietf:params:scim:schemas:core:2.0:Group"],




"displayName": "Product Engineers",
"members": [

{
"value": "49052add-0c37-45f2-a7c0-026accO6ce3d",
"display": "jane.doe@example.com"
I
{
"value": "291e90db-9dcd-4e5b-99a0-7931ad0d8de8",
"display": "oliver.jackson@example.com"
}
]
}
Responses

The responses will apply to both the PATCH and PUT requests.

Failure case: “Group does not exist” JSON response:

{
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:Error"
1,
"detail": "Resource \"98d97f4b-b3b3-4bb6-b533-dc48c744c2334\" not
found",
"status": "404"
}
Failure case: “Adding a User who already belongs to the Group) JSON response:
{
"schemas": [
"urn:ietf:params:scim:api:messages:2.0:Error"
1,
"detail": "Validation failed: User has already been assigned to this
group",
"status": "500"
}
No change case: “Removal of a user that does not exist in the Group” JSON response:
{

"id": "98d97f4b-b3b3-4bb6-b533-dc48c744c233",
"displayName": "Product Engineers",
"members": [




{
"value": "28c6dlae-034f-4fed-ba4b-3df3bco514ea",

"display": "Jane Doe"

b

1,
"meta": {

"resourceType": "Group",

"location":
"https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48c744c23
3”

I
"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:Group"

]

No change case “Group is unmodified from adding non-existent User” JSON response:

"id": "98d97f4b-b3b3-4bb6-b533-dc48c744c233",
"displayName": "Product Engineers",
"members": [

{
"value": "28c6dlae-034f-4fed-badb-3df3bcO514ea",
"display": "Jane Doe"
+
1,
"meta": {

"resourceType": "Group",

"location":
"https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48c744c23
3"

I
"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:Group"

]
}
Success case JSON response:
{
"id": "98d97f4b-b3b3-4bb6-b533-dc48c744c233",
"displayName": "Product Engineers",
"members": [],
"meta": {
"resourceType": "Group",

"location":




"https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48c744c23
3"
Ty

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:Group"

1
}
Deleting a Group
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| DELETE https://=domain=/scim_v2/Groups/<id=> ‘_: |
|_ref |
) Auth check |
| alt ) [failure case: group does not exists] | :
| | Deletes Group with 1D o
,_ Returns Group does not exist |
. ERROR 404: Resource with <ID> does not exist |
[5u|:|:43551I case] :
| | Deletes Group with 1D <!
| Soft deletes Group
| Adds Group deletion action to audit log ‘:
:_' 204 Success empty body response
T T T
“Soft delete” means setting a “deleted_at” timestamp for the group and treating it as deleted.
This is done to preserve group ID referential integrity.
Request example:
DELETE

https://<DUCO_APP_URL>/scim_v2/Groups/98d97f4b-b3b3-4bb6-b533-dc48c744c233
4

Accept: application/scim+json

Content-Type: application/scim+json

Authorization: Bearer <bearer_token>

Failure case JSON response:




"schemas": [
"urn:ietf:params:scim:api:messages:2.0:Error"
1,
"detail": "Resource \"98d97f4b-b3b3-4bb6-b533-dc48c744c2334\" not
found",
"status": "404"

}

Success case (empty body) JSON response:




